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Introduction
[bookmark: _GoBack]The increased development of technology has resulted in computer crimes. Also called cyber-crime and e-crime, among others, refers to acts executed by people with computer skills named hackers to engage in illegal activities. Hackers could steal companies' and individuals' private information indicating that these practices affect a large number of people. As per the Cyber Security Breaches research done in 2018, 43% of the businesses in the United States were at risk for computer crimes where California State was leading, where over $214 million was lost due to cybercrimes (Aliyu 28). As a result, there is a need to address this topic, as it affects companies and individuals with severe impacts on them. The paper describes the different types of computer crimes and the ways to prevent those, including challenges faced in fighting these activities in the country. 
 Hacking is one of the significant computer crimes in the country, referring to where hackers access systems illegally. Hackers are individuals with computer skills in controlling one or several systems using the knowledge to commit crimes. Notably, the intention to obtain the operations could be to show off their expertise to test something, among other reasons. Despite the aim, accessing computer systems without permission is hacking, and it's assumed the intention was to cause harm. One of the forms of hacking is SQL injections. It is a technique that helps criminals use security vulnerabilities in companies and individuals (Aliyu 28). The tool alters with the software which controls sites, making it easy to access confidential information. Typically when one keys a password, the system compares the input data with that in the table. The SQL injections alter this process, allowing commands contrarily to the table, thus accessing data like credit card passwords. 
Hacking computer crime is also done by stealing FTP passwords, especially on websites. Most webmasters retain their passwords in computers, yet reliable security measures are not considered.  Hackers search for these passwords via the FTP and can remotely access the systems. They after that, change the passwords, making it hard for owners to access putting the data at risk (Aliyu 28). Apart from that, hacking is also done by cross-site scripting, also named XSS.  Here, hacking infects websites with harmful scripts that are automatically downloaded when the users log in. They inject the sites with HTML, JavaScript, and ActiveX, among others. Once the programs are installed, hackers navigate the systems and therefore achieve their goals. Cross-site scripting is hard to trace, making it among the severe forms of hacking. Thus, piracy is a form of computer crime done by injecting SQL, stealing FTP passwords, or cross-site scripting.
The other type of computer crime is virus dissemination, where viruses are put on websites. They alter with computers' functioning by either changing or deleting data.  Malware practices are forms of the virus, though the worms do not need hosts like viruses. Instead, they attack the systems at any time and consume all the data and information stored. Companies that have faced this form of crime incur losses in creating another data.  The virus dissemination issue also involves Trojan horses' type of crime. Here, the users would receive an original file, such as an email from a known person (Paul and Aithal 59). Opening it gives way for the virus to enter the system, causing the above results. On the other hand, it would be gotten by logging in into downloads, such as video games. Like other forms of the virus, the Trojan horse could steal information or alter operations, making it hard for companies and individuals who use the systems. 
 The denial of services is also considered in computer crime topic. Here, the aim is to stop services provided by a particular website. The malpractice involves flooding, where excess requests are sent, reducing the bandwidth (Paul and Aithal 61). As a result, the system either operates slowly or stops due to the crash. The attacks do not respect the policies put by companies regarding sending requests making it possible to alter the services. The attack would also be targeted to a particular region, known as the distributed denial of services. Here, flooding is done on specific systems affecting a population other than all users. The type of crime is done on high profile sites, such as banks and multinational organizations like Amazon, Twitter, and others. Notably, denial of service attack is made to make the buyers convinced that the company does not implement security measures, which would make them prefer other companies. The delays caused also make customers' needs not to be met on time, making them feel the organization is not reliable.
Computer crime also involves phishing, a method used by cybercriminals to extract confidential data such as credit card numbers. The technique uses an email spoofing method, where users receive messages with links to good looking sites. The less informed users clink the links and enter personal details because the emails seem legitimate. The criminals later compile the data given and provide it online or use it. In the end, the information is gotten, but the sites used are fake, enabling them to do whatever they want with the data. For instance, they would withdraw cash or expose companies' confidential data attracting legal implications. Apart from emails, phishers also use voice to commit crimes. In this case, they call customers claiming to be a legitimate organization, lying to them that specific changes are being done, and thus data is needed. Users could believe them and therefore offer personal details that are after that used for illegal actions.
The above forms of computer crimes would be prevented by implementing several measures. Thus, systems should be up to date, to avoid errors of security which criminals use to attack. Updating means that one keeps a close eye regarding the activities in the system, lowering the chances of viruses' entry, among other ways (Singh 418). The antivirus software needs to be updated from time to time, to ensure it controls malicious activities. Companies and individuals should also protect personal information to curb hackers. Utilizing most of the online platforms demands one to give details like a home address and emails. Hence, users ought to be keen to ensure that the details are given to legit companies. For example, sites with grammar errors, old words, misspelled words, and websites without an s after http should be avoided. Organizations should also communicate with their users about the formal methods used to reach them. Protecting personal information is helpful, as criminals would not find a loophole to attack the systems.
Securing system configuration would also help prevent computer crimes.  Organizations should ensure that reliable security measures are taken and, at the same time, comfortable for the users (Singh 421). When complicated measures are implemented, a help site should be provided to help users navigate. Configuring systems make the users use the site comfortably, so they easily identify whenever malicious programs are introduced. The easy navigation also helps them easily log off from the sites and thus preventing significant damages on the websites. Apart from that, strong passwords should be used, and the right protection ensured. All online transactions need passwords while logging, making it easy for hackers to attack. To provide protection, the passwords used should have over eight characters, mixing letters and numbers. After every 90 days, they should be changed to make it hard for hackers to get. Moreover, different passwords should be used in navigating different websites.
Companies should also have firewalls that should remain connected. They help protect systems from hackers, in that accessing is made hard. Where firewalls are well implemented, deleting, or data alternation is prevented, thus protecting sensitive data.  Moreover, the software firewalls should be put in single computers rather than the networked to increase efficiency. Computer crimes are again prevented by turning off computers when not in use. Internet connection speeds have increased, making it easy for hackers to execute malicious activities within a short period. On the other hand, hackers can only access information when computers are on and while on the internet. Putting off the computers while not in use is necessary as it limits hackers' interaction, thus ensuring security. Therefore, though computer crimes have increased, some measures would prevent the attacks are discussed.
Many companies and individuals understand the measures they should take in preventing computer crimes. However, most of them have not implemented the standards due to several reasons. Most organizations lack the capital needed in purchasing equipment and employing information technology experts. As said above, organizations have to keep their systems up to date to prevent malicious activities. The directive means they have to purchase technology tools that are recent, which are very expensive. Maintaining them and changing to suit the security demands need a lot of money, which most of them do not afford.
Information technology experts are also rare and need a lot of money to employ them. Considering that organizations depend on systems, it means the number of experts required is large (Singh 430). Affording to pay them is an issue, especially for small enterprises, which makes them less competent in controlling computer crimes. The other challenge is the number of computer crimes today.  As noted above, there are many types of crimes that need specific measures. For that reason, it is hard for organizations to curb every form of expected crime. On the other hand, technology is still developing, meaning that the number is increasing other than decreasing.  Despite the above issues, organizations and people should prioritize security needs to avoid losses and law implications that would eliminate them in the market.
Conclusion
Computer crimes have increased with the developing technology requiring users to be careful. As discussed above, the crimes are executed in different forms, like hacking, viruses ' dissemination, and phishing. In all the above ways, the criminals use security vulnerabilities to steal confidential data. It, thus, means control measures should be implemented to curb the practices. Some of the techniques discussed are making the systems up to date, using strong passwords and protecting personal information. However, the implementation of these measures is challenging to some organizations, due to lack of capital and the diversity of the crimes. Companies and individuals should prioritize the needs so to ensure that computer crimes are prevented. Otherwise, their survival in the market will be reduced.
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